|PCamera AJAX

Our product usesAJAX to get and set parameters. Currently all major browsers support AJAX.
Unless otherwise specified, we assume |PCam address is 192.168.1.3, port 80, the user name and
password are admin, and use |E8 browser.

Remarks:
The interface of our product is still in the stage of continuous improvement, someinterfacein
different versions may be different, we proposed to use this manual refer to www fol der.

AJAX data format

The gjax of our product use XML for data format

<Result>
<Success>0/1</Success>
<CanConfig>0/1</CanConfig>
<ErrorCode>Error Code</ErrorCode>
<ErrorDesc>Error Desc</ErrorDesc>
Other data. ..

</Result>

Success is 1, means operation is successful, failure is 0, means operation is fail ed.
When operation is failed, ErrorCode and ErrorDesc will show the error cause.
CanConfigis 1, means can be modified, CanConfig is 0, means read only.

General Desc.

CurrentTickCount: Current ipcam system time
CurrentUpdateTickCount: Last update time for DDNS

Back to Data for Analyzing AJAX

You can use browser to analyze AJAX returned XML data, plsrefer to www folder.
If you write your own program, you can use MSXML or other XML resolver to analyze data.



Authentification

Most interface requires a user name and password to access.
When login ipcam webpage , the login information will be saved in cookie, so do not need to re-offer.

If you do not login while directly through AJAX interface, you can pass user name and password by HTTP URL.

Format is user=admin& password= admin

For example, you access HTTP URL for ftp configuration:
http://192.168.1.3/ftp.xml 2user=admi n& password=admin
Results will show as below:

( http:=//192. 168. 1. 3/ftp. xal ?user—adainkpassword-admin — ¥indows Internet Ezplorer
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<?xml version="1.0" encoding="UTF-8" ?>
- <Result>

<Success>1</Success>
<CanConfig>1</CanConfig>
<Server>ftp.xx.com</Server>
<Port>21</Port>
<User>xwpcom</User>
<Password >xxxxxx</Password >
<Dir>fipcam</Dir>
<TimeUpload>=0</TimeUpload>
<Interval>60</Interval>

</Result>
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If you do not pass the user name and password, it will back to following error:


http://192.168.1.3/ftp.xml?user=admin&password=admin

/= http:ff192. 168. 1. 3/ftp.xnl — ¥indows Internet Explorer
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<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>0</Success>
<ErrorCode>5</ErrorCode>

</Result>

<ErrorDesc:>Have NO authorization </ErrorDescs
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AJAX Interface

Most configuration is readable and writable.

To read interface is generally named by "parameter namexml”, to write interface is generally

named by "set parameter name. xml" .
For example:
access to Ftp configuration interface is ftp.xml

Modify Ftp configuration interface is setftp.xml

Some interface is read-only, so there is no corresponding setXXX.xml interface.

Below is basically describe the AJAX interface in accordance with webpage menu sequence.




Login Page

Login

login.xml

http://192.168.1.3/logi n.xml 2user=admin& password=admin
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<7xml version="1.0" encoding="UTF-8" 7>
- < Reculb>
<BuUccess>] < fuccess >
<lserLevel>0</User| evel >
“UserGroup=Admin<UserGroup =
</Result>
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UserLevel: 0 for administrator, 1 for operator, 2 for visitors, -1 for login failed.

UserGroup: there are Admin, Operator, Guest


http://192.168.1.3/login.xml?user=admin&password=admin

Wifi Configuration

wire.xml

{= http://192.168. 1. 3/wire.znl — ¥indows Internet Ezplorer |Z||E|E|
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<?xml version="1.0" encoding="UTF-8" ?> i
- <Result>
<Success>1</Success>
<CableConnect>1</CableConnect>
<CanConfig>1</CanConfig>
<Mac>00-05-3B-F7-00-Cl1</Mac>
- <IP>
<5tyle>dhcp</Style>
<IP>192.168.1.3</IP>
<SubnetMask>255.255.255.0</SubnetMask>
<Gateway>192.168.1.1</Gateway>
</IP>
- <DN5>
<Style>dhcp</Style>
<Dns0>192.168.1.1</Dns0>
<Dns1>192.168.1.1</Dns1>
</DNS>
</Result> =
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To get wired network configuration parameters
CableConnect is 1, means insert cable, 0 means not insert cable

Mac: Wired MAC Address

IP is wired IP address information
Style can be static (static IP) or dhcp (dynamic IP)
IP: Currrent wired IP Address
SubnetMask: Subnet mask
Gateway: Gateway
DNS is DNS server information
Style can be static or dhcp
Dns0: Preferred DNS server

Dns1: Alternate DNS server



setwire.xml

http://192.168.1.3/setwirexmi?1P_Style=dhcp& 1P=192.168.1.3& SubnetM ask=255.255.255.0& Ga
teway=192.168.1.1&Dns Style=dhcp& Dns0=192.168.1.1& Dns1=192.168.1.1
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< ?eml varsion="1.0" encoding="UTF-§"* 7>
- <Results
< &ucoess» 1</ Success»
</Rasult»

To modify wired configuration parameters:
IP_Style: dhep or static

IP: ew |Paddress

SubnetMask: subnet mask

Gateway: Gateway

Dns_Style: dhep or static

Dns0: Preferred DNS server

Dnsl: Alternate DNS server


http://192.168.1.3/setwire.xml?IP_Style=dhcp&IP=192.168.1.3&SubnetMask=255.255.255.0&Ga

Wifi Connection

wifi.xml

http://192.168.1.3/wifi.xml

P& http://192. 168. 1. 3/wifi. xal — ¥Windows Internet Ezplorer
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<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</5uccess>
<CanConfig>1</CanConfig>
<Enable>0</Enable>
- <IP>
<Style>dhcp</Style>
<IP>192.168.1.3</IP>
<SubnetMask>255.255.255.0</5ubnetMask>
<Gateway>192.168.1.1</Gateway>
<[IP>
- <DNS>
<Style>dhcp</Style>
<Dns0>192.168.1.1</Dns0>
<Dns1>192.168.1.1</Dnsi>
</DNS>
<Mac>00-05-3B-F7-00-Cl1</Mac>
<Ssid />
<Connected>0</Connected>
<AccessPoint>94-0C-6D-22-EF-C8</AccessPoint>
<Password />
- <RouterList>
- <Router=>
<Ssid>xwp_TPLINK</Ssid>
<Channel=6</Channel>
<Encrypt>WPA2</Encrypt>
<Auth>AES</Auth>
<Signal>-80</Signal>
<Mac>00-01-17-34-CE-70</Mac>
<SupportWPS>1</SupportWpP5>
</Router>
+ <Router>
+ <Router>
+ <Router:>
</RouterList>
</Result>
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http://192.168.1.3/wifi.xml

searchwifi.xml

To advise IPCamera to re-search Wireless router

setwifi.xml

Modify wireless connection configuration.

Parameters, please refer to www / wifi.htm page.

getwifi.xml

Get wireless router information searched



Dynamic DNS

ddns.xml

/= http://f192. 168. 1. 3/ddnz. zm]l — Windows Internet Explorer
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<?xml version="1.0" encoding="UTF-8" 7>
- <Result>
<Success>1</Success>
<CanConfig>1</CanConfig>
<Enable>1</Enable>
<Status>1</Status>
<Provider>dyndns</Provider>
<Ddns>xwpcom.dyndns.org</Ddns>
<DefaultDdns>aa0097 .iview.hk</DefaultDdns>
<User>xwpcom</User>
<Password>xxx</Password>
<Updatelnterval =10</Updatelnterval >
<CurrentTickCount>9280990</CurrentTickCount>
<CurrentUpdateTickCount>9279631</CurrentUpdateTickCount>
</Result>
TTHE aInternet *‘-'-ﬁ - "“ 100% -

Enable; Whether to enable ddns
Status; ddns state
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: Initializing

: Processing

: Disable

. Invalid Parameter

. Fail to connect DDNS server
. Fail to obtain external 1P

: User name or password error
: Not find DDNS

. Failure

: Update successful

Parameters meaning refer to GetDdnsStatus (Status) in www / toal.js



Provider: DDNS service provider, can be dyndns, 3322dyndns, 3322statdns etc.
Ddns: Current ddns

DefaultDdns: Default Ddns

User: ddns account

Password: ddns password

Updatel nterval: ddns update interval, unit: minutes

CurrentTickCount: current system time for ipcam

CurrentUpdateTickCount: last update DDNStime

The system time of IPCam deviceitself may not be accurate, so we use relative time.
CurrentTickCount, CurrentUpdateTickCount combined with Updatel nterval, it can calculate this
update time and next update time relative to the browser DDNS.

setddns.xml

http://192.168.1.3/setddns.xml ?enable=1& +" & Provider=dyndns& Ddns=xwpcom.dyndns.org& Dd
nsUsr=xwpcomé& D dnsPwd=xxx& Updatel nterval=10
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ddns account is transfer by DdnsUsr
ddns password is transfer by DdnsPwd


http://192.168.1.3/setddns.xml?enable=1&+

UPnP Port Mapping

upnp.xml
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<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</Success>
<CanConfig=1</CanConfig>
<Enable>0</Enable>
<Status>2</Status>
<Updatelnterval>2</Updatelnterval >
<CurrentTickCount>363795</CurrentTickCount>
<CurrentUpdateTickCount>302328</CurrentUpdateTickCount>
</Result>
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Back to upnp status

Enable; 1 for enable upnp, O for disable upnp
Status: upnp status

0: Initialization

1: Processing

2: Disable

3: Initialization failure

4: Failed

5: Failed to get LAN IP

6: Success

Updatel nterval: update interval, unit: minutes



setupnp.xml

http://192.168.1.3/setupnp.xml 2enable=1

p=f/192. 168. 1. 3/ setupnp. zml?enable=1 — Windows Internet Explorer | ||D||X|
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<?xml version="1.0" encoding="UTF-8" 7>
- <Result>
<Success>1</Success:>
</Result>
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http://192.168.1.3/setupnp.xml?enable=1

Connect Port

http.xml

/= http://192. 168. 1. 3/http.znl — ¥Windows Internet Ezplorer r;”ﬁ”zl
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<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</5uccess>
<CanConfig>1</CanConfig>
<Port>80</Port>
<NewPort>80</NewPort>
</Result>
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Back to port information
Port: current port for ipcam used
NewPort: port when ipcam reboot at next time

If port changed, new port can be used after reboot manually, so here we need to return current port
and new port simultaneously.



sethttp.xml

http://192.168.1.3/sethttp.xml 7port=81

/= http://192.168. 1. 3/sethttp.znl?port=81 — ¥Windows Internet Ezplorer
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<?xml version="1.0" encoding="UTF-8" ?>

- <Result>
<Success>1</Success>

</Result>
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Port: new port

After modify port, the page will display "need to reboot to take effect.”
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http://192.168.1.3/sethttp.xml?port=81

M otion Detect

md.xml

http://192.168.1.3/md.xml
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Enable: whether to enable motion detection

FtpAlarm: means upload pictures to ftp server when detect movement.

Email Alarm: whether to send alarm image by email.

loOutLinkage: whether to trigger 10.

HttpAlarm: whether to trigger page alarm

Sensitivity: motion detect sensitivity

MaskO, Mask1, Mask2: alarm zone configuration. Each corresponds for a 16x16 macro block, and
1 for detecting the macro block.

WeekHourCfg: week and hour configuration, each for 30 minutes, each hexadecimal characters
have 4.

setmd.xml

Set motion detect
Same parameters as md.xml


http://192.168.1.3/md.xml

| O Configuration
i0.xml

P http://192. 168. 1. 3/i0.zml — Windows Internet Explorer
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<?xml version="1.0" encoding="UTF-8" 7=
- <Result>
<Success>1</Success>
<CanConfig>1</CanConfig>
- <Ioln=>
<IoQutlLinkage>1</IoOutLinkage>
<EMail=0</EMail>
<FTP>0</FTP>
<HttpAlarm=>0</HttpAlarmz>
<AlarmInterval>10</AlarmInterval >
</Ioln>
- <JoOut>
<Reset>1</Reset>
<ResetDelay>5</ResetDelay>
</IoQut>
</Result>
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loln node

loOutLinkage: whether to link 10 output port
EMail: Enable email alert

Ftp: Enabled ftp alarm

HttpAlarm: Enable http alarm

Alarminterval: warning interval, unit: seconds

oOut node:
Reset: whether delay to clear output info automatically
ResetDelay: delay time, unit: seconds
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setio.xml

Set 10 configuration
Same parameters asio.xml



Email Configuration

smtp.xml

http://192.168.1.3/smtp.xml

{= http://192. 168. 1. 3/satp. zal — Windows Internet Ezplorer
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<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</Success>
<CanConfig>1</CanConfig>
<Server>smtp.163.com</Server>
<Port>25</Port>
<Sender>xxx@163.com</Sender>
<Password > < /Password >
<Receiver>yyy@163.com</Receiver>
<NeedAuth=1</NeedAuth>
</Result>
i €D Internet fp v Hioow -

Server: email server address

Port: email server port

Sender: sender email address

Password: sender password

Receiver: Recipient email address

NeedAuth: 1 means server requires authentication


http://192.168.1.3/smtp.xml

setsmtp.xml

http://192.168.1.3/setsmtp.xml 2svr=smtp.163.comé& port=25& sender=xxx@163.com& smtp _pass
word=xxx& receiver=yyy@163.com& needauth=1
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< 1eml version="1.0" encoding="UTF-8" 7=
- <Rasult>
<Succass» 1</ Success =
< RSt

svr: email server address

port: email server port

sender: sender email address

smtp_password: sender password

receiver: Recipient email address

NeedAuth: 1 means server requires authentication


http://192.168.1.3/setsmtp.xml?svr=smtp.163.com&port=25&sender=xxx@163.com&smtp_pass
mailto:yyy@163.com&needauth=1

FTP Configuration

ftp.xml

Backto ftp configuration info.

e http:=//192. 168. 1. 3/ftp. xal ?user—adainkpassword-admin — ¥indows Internet Ezplorer

LElS) | ] Bttp://192. 188, 1.3/ £1p. unl Tuser=adnindy srd=admin W 4,. _x,“:__! | .;0_ - ]
COMHE) #RE TEY Wk TEMm  #FBo
Ty W ;@httpif;‘rlgz 188, 1, 3/£tp wmlPusereadnindzas. .. |
<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</Success>
<CanConfig>1</CanConfig>
<Server>ftp.xx.com</Server>
<Port>21</Port>
<User>xwpcom</User>
<Password >xxxxxx</Password >
<Dir>fipcam</Dir>
<TimeUpload>=0</TimeUpload>
<Interval>60</Interval>
</Result>
o @Internet ¥ - ":‘:‘{IDD% %

Server: ftp server address

Port: ftp server port, usually 21

User: ftp account

Password: ftp password

Dir: Folder

TimeUpload: 1 for uploading images by time

Interval: the interval seconds for images uploaded regularly



setftp.xml

Modify ftp configuration
http://192.168.1.3/setftp.xml 2server=smtp.xxx.com& port=21& ftp user=xxx&ftp password=xxx
& dir=ipcamé& ti meupl oad=0& i nterval=30

Parameters is basically same as ftp.xml, the difference lies in account is transfer by ftp_user, and password is

transfer by ftp_password. This is to avoid the conflicts of user and passport when authentification .
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http://192.168.1.3/setftp.xml?server=smtp.xxx.com&port=21&ftp_user=xxx&ftp_password=xxx

HTTPAlarm Configuration

When alarm, it will connect with specified HTTP server, and upload some parameters.
When HTTP server receives this data, it will make linkage process accordingly, such as take
picture and inform users.

httpalarm.xml

http://192.168.1.3/httpalarm.xml
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<7uml version="1.0" encoding="UTF-8* 7=
- <Results
<Sucresss 1</ /Success >
<CanCanfig>1</CanCaonfig>
<irl =http: / fserver, com,/alarm. asp?devid =000 (U >
</Result=
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Url:http Alarm Server Address

sethttpalarm.xml

Modify HTTPAlarm Address
http://192.168.1.3/sethttpal arm.xml 2url =www.server.com/page.asp



http://192.168.1.3/httpalarm.xml
http://192.168.1.3/sethttpalarm.xml?url=www.server.com/page.asp

System Info.

sysinfo.xml

Back to system information
http://192.168.1.3/sysinfo.xml
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<reml warsion="1.0" ancoding="UTF-8" 7>
- =Result>
=iucresas 1 </ Success
<Softver>oem mips{04. 18, 7011) </ 5aftver >
=HwvVer oem mips{04.18.201 1)< /Hw\er >
=CurrantTickCount > 321G </ Currenk TickCount =
=EycRunTirme > (5340 /Sy sRunTime»
=appRunTime>00:00:48:38</AppRunTime>
=5ysTime=2011,05,05,07,05,0k</SysTime=
- € HtEp>
<TotalHttpClient> 2</TotalHttpClienk
<fActiveHttpClient ~1 </ ActivaHttpClient =
< fHE R
< /Rasults

== 3 [

SoftVer: Software version

HwVer: Hardware version

SysRunTime: System Run time

AppRunTime: Firmware main program running time, format (days. hours. minutes. seconds)
SysTime: IPCam systemtime


http://192.168.1.3/sysinfo.xml

Event Reviewer

log.xml

Back to ipcam running blog to diagnose error cause.

http://192.168.1.3/log.xml

™ hitpsS 8. 1.3 log. nml Findaws Internet Explooer

9:-— e 15 18R 1.3 RSN -
PoxhE EEp FEe S TR Eho

i WA | nerp JV1ER 1881 Bimd B hug e e LW X

< 7xml version="1.0" encoding="UTF-8" 2>
- <Result>
<huccess> 1< /Success>
<Count = 100-</Count >
<CurrentTickCaunt>3965186-</Current TickCaunt>-
- <log=
«Tick=1707842</Tick>
Module>Upnp=/Module>
<Lavel >Info</Lavel >
=Mag = AddPortMapping{81)=/Msg>
<fLog>
- <Log>
“Tick=>1707858</Tick=>
=Module=Upnp=/Module=
<Level>Info-</Level -
<Msg>has awn port, Upnp successsMan =
<fLog>
- <Log=
«Tick>1824858 </ Tick>
<Module>Upnp</Module=
<L avel >Info</Lavel »
=Msg = upnp init</Msg >
</Log>
+ <Log>
- <Log>
<Tick> 1826874 </Tick>
=Madule=Upnp-</Maodula=
<Level >Info</Level >

=i : : ﬂ- ghurnll fg - Biom = o

E4

Tick: Events occurred time
Module: Events Module
Level: Event Level

Msg: Event Description


http://192.168.1.3/log.xml

Device Info.

devinfo.xml

Back to device information
http://192.168.1.3/devinfo.xml

/2 http://192. 168. 1. 3/devinfo.xal — Windows Internet Explorer EBE)X)
@E;- ] http://192.168. 1.3/ devingo. xnl | 42 | |8 5ixe | £l
C aHE @EE FEQ @Ew TED #hHo Nl
o Wz |-';_'éhttp:ff192.168.1.3]... X i.g?http:ffl‘azlsﬁ.1.3;’ind....i

<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</Success>
<CanConfig>0</CanConfig>

<Name>#if#l</Name>
<Greeting > A5 </Greeting >
</Result>
=R a Internet fa - “i‘g 100% -

Name: device name, it will appear inlogin page, and also can be displayed in the search tool.
Greeting: it appears at login page, you can use it to add some description i nformation.

¢ M - Yindows Internet Explorpsr

@._._- g 19 168, 1.3 w4y K | B P
TG ERE B EEN IAQ WEho
e R | g haipo/1BE 188, L 3 de & e X

F # Micrezoft IE Apple iPhone Apple Safan Google Chrome, Firefox, Opera SmartPhone...
English &+ FE#l+3 H4E

wiEAE=R

HF admin
Tl arER

HiEEEN

HEF. ? Intarast iy = AL IDOE v



http://192.168.1.3/devinfo.xml

£ IPCanTool 3.3

Language
IP WiFi IP wH 1D R e
197168, 1.3 20 20-000061 AREAT
RS
PlEEE
£ >
Above figure is for search tool show device name
setdevinfo.xml
Modify deviceinfo.
http://192.168.1.3/setdevinfo.xml ZName=DevName& Greeting=Hello
- 1. 3 index. hin — Tindows Intermst Explorer ';'nrg
G.- .--p VEE 18E, 5.3 w | byl | |l A

D wEg # PEREe IRD MR
B R 10 1 W e B R IR IR %

S R
FiEE:  |[oEmEEA

=

== B Inarral Fy = Ml =

Name: Device Name
Greeting

Remarks:
Chinese string is use UTF-8 encoding.


http://192.168.1.3/setdevinfo.xml?Name=DevName&Greeting=Hello

User Account

usr.xml

All user account information when back to device.
http://192.168.1.3/usr.xml

{= http://192.168. 1. 3/usr.zml — ¥Windows Internet Explorer |:||E||z|
@T w ] httpo//192. 168. 1. 3/usr. znl |42 x| |89 5ixc 2]

L e &E@ SEW EEEe IED BB
S UK ;-‘i,é-http:ngE.IBB.1.3find... ;@http:h’lQZ.lBS.l.SI... x

<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</Success>
<CanConfig=1</CanConfig>
- <Usrz
<Name>admin</Name>
<Password>admin</Password>
<lLevel>0</Level>
<Id>0</Id>
<fUsr>
- <Usr=
<Name>guest</Name=>
<Password>guest</Password>
<level=2</lLevel>
<ld>1</Id>
<fUsr>
- <lUsr>
<MName>operator</Name=>
<Password>operator</Password >
<level=1</lLevel=
<Id>2</Id>
<fUsr>
</Result>

- H 008 T

I TERE @ @ Internet

4
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Usr means user node
Name: User Name
Password: password
Level: User Level

0: administrator

1: Operator

2: Visitors


http://192.168.1.3/usr.xml

Id: unique identifier for each user, because the user name is unique, so you can use user name identifies the

user uniquely, so delusr.xml and editusr.xml do not use this Id.

delusr.xml

Delete specified user
http://192.168.1.3/delusr.xml 2del _usr=gquest

tp://192_168. 1. 3/delusr. xm1?del usr—guest — ¥Windows Internet Ezxplorer IZ”E”El

f
@? w |B] bt //192.188.1, 3/ delusr xnl7del nsr=euest (88| %4 || [A¥ Bine |p -

L outEe B SEW FERew TAD BB

S W i-@_http:fflgz168.1.3find.._ ;@http:fﬂQZ.lBB.l.SH... xi

<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</Success>
</Result>

= @) 0 Internet v'g 2 "i‘llDD% i

dd_usr: to delete user name


http://192.168.1.3/delusr.xml?del_usr=guest

editusr.xml

To create new users or modify user names, passwords and user levels

http://192.168.1.3/editusr.xml ?edit_usr=xxx& edit pwd=xxx& edit level=2& old usr=operator

O hetpa A A0, 168, 1 Aeditunrr, zml Fedit mrreszxndedst pwdsaxsdedst Jevelsfkold myrseperator — Bimdowe Intopned

@-1 g 188 84 1.4 ke | | LB o
FHEe @do #Wly EREw TAo Mbha

G WERE R pee LR IBE L Hind . @I IROLN. ., X

< txml wersion="1.0" encoding="UTF=8" 7=
- % Rasult>
<Euscess > 1</ Sress -
< /Rasultz

== w @ Intarnae fpr mim -

When old_usr is empty, it meansto create new user
Otherwise, it means modify old_usr configuration
edit_user: New user name

edit_pwd: new user password

edit_level: new user leve


http://192.168.1.3/editusr.xml?edit_usr=xxx&edit_pwd=xxx&edit_level=2&old_usr=operator

Anonymous Visit

anonymous.xml

Anonymous access means whether to allow users to access ipcam, and anonymous user id level
when not to enter a user name and password.

Some occasions, we want ipcam can be access to all users, for users convenience, it does not need
auser name and password to access ipcam, here you can enable anonymous access.

On other occasions, it is recommended to disable anonymous access.

http://192.168.1.3/anonymous.xml

/= http://192. 168. 1. 3/ anonymous. xzal — ¥indows Internet Explorer E”E]El

@Tv |8 http://192. 166. 1. 3/ anomymous, xnl v_| ¥ || x| | £ Bin: | 2~

C THE SR ZEW M@EW IED Bhe
T Wi _-Ehttp:/flgz.158.1.3find... :@http:ﬁl‘BZ.lBS.l.SH... X |

<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success>1</Success>
<CanConfig>1</CanConfig>
<level=-1</level>
</Result>

di
=

Internet 4o - '-"i."IDU% -
&

Level:

-1: Disable

0: Administrator
1: Operator

2: Visitors


http://192.168.1.3/anonymous.xml

setanonymous.xml

http://192.168.1.3/setanonymous.xml Aevel =2

p:/f192_ 168. 1. 3/ setanonymous. xml?level=2 — Windowz Internet Ezplorer

=S

V| 4% |."’ Bing

| w |§| http: /192 168, 1. 3/ setanonymons. xml7level=2
) EEE SEW WEEW TED Mo

x |

Ty VR i-g_http:f'flgz158.1.3;’ind...;@http:ffl‘BZ.lSS.l.Sf... |

<?xml version="1.0" encoding="UTF-8" 7>

- <Result>
<Success>1<«</Success>

</Result>

8} e Internet
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==

level: set anonymous access user level



http://192.168.1.3/setanonymous.xml?level=2

Operation Authority

action.xml

Back to operator and visitors authority
http://192.168.1.3/action.xml

. 1. 3 notion. nml Findows Teternet

G:_-T' & 192, 168, 1,3 o 4 2 | B [P
PEHE D EEY OEREs IAT WRGW
R o arit BB Wisd WG IED 16013 X

<?xml version="1.0" encoding="UTF-8" ?>
- <Resulk>
<Succass» 1</ Success >
=CanConfig= 1 </CanConfig=
- <Operator -
<Ptz >0</Ptz>
<\ideoClg=0</VideoClfg >
<DevCig=0</Devifg=
<QutDev=0</0utDev =
</ Qperakors>
- #Guesk>
<Plz=0</Pz>
<VideoCfg=0</Videolfg>
< DevCfg=0</DevCig >
< QutDev>0</0utDev >
< Guest>
</Result>

i F @ Intarnet #g - Hiom = =



http://192.168.1.3/action.xml

setaction.xml

http://192.168.1.3/setaction.xml ?operator ptz=1& operator _videocfg=1& operator devcfg=0& oper
ator outdev=0& guest ptz=1& guest videocfg=0& guest devcfg=0& quest outdev=0

E8. 1. A autactisn. sal Topuratur_piz=ldppurstne_widencfg=ldsprrator_dowcf g=08spnrstur_ — Windows Indeocnect Explecac
&-.'t 182 16813 & ] [
=i Dl asn FeEe IAD By
W FRE g b 9 1090 Mo, B R IR GEELL B

<7Taml version="1.0" encoding="UTF-3" 7>
- dResult>
<Success L« /Success »
< /Resulb

operator_xxx is operator permission
guest_xxx is visitors permission


http://192.168.1.3/setaction.xml?operator_ptz=1&operator_videocfg=1&operator_devcfg=0&oper

Dateand Time

ntp.xml

{2 http://192.168.1. 3/ntp.xal — ¥indows Internet Ezplorer |Z||Elg|
@:1 w B netpisi192.168.1. 3/ntp. 0l |8 (€2 [ | [A9 Bine |2~

L TEE GEE ZEW WEEQ TAM WEHo

sy WrARTE (@ ntip://192.188. 1.3/, X ;.':éhttpifflgz 168.1. 3find .. .Ehttp:f'ﬂgz158.1.3,’&::...-:-

<?xml version="1.0" encoding="UTF-8" ?>
- <Result>

<Success>1</Success>
<CanConfig>1</CanConfig>
<Date>05-04-2011</Date>
<Time>23:27:46</Time>
<tz_minute_offset>480</tz_minute_offset>
<tz_idx>74</tz_idx>
<Enable>1</Enable>
<Svretime.windows.com</Svr>

</Result>

I%EE 0 Internet 5 - # 100% -

Dateis current date for IPCam

Timeis current time for IPCam

tz_minute_offset is time zone offset, unitsis minutes, such as Chinatime zone is GMT +08:00, so
its valueis 480 minutes.

tz_idx istime zone subscript, please refer to time zone string in www / tool js.

Enable: 1 meansto enable NTPtime

SvrisNTP server



setntp.xml

http://192.168.1.3/setntp.xml z=74& & date=05-04-2011& time=23:34:45& enable=1& syncpc=1

2 hrtpas A 10E. 16E, 1. 3 petatp, snl 7= TAAL dut =05 04 - 201 | Bt 2ne=23 : 34 : Al enablo=]Seynepe=| FWindows IntErect EEplocee

g:.l_-" -} 192, 165 1.3 T L
=up [ a%q ¢esq TLD MAXD
wERE @GR X ik 1R 1B ] Bind . @8 Rikns/ 1 1681 W ece

<Taml version="1.0" ancoding="UTF-8" 2>
- wResult >
CSurcass = 1< Succass >
</Result=

tz istime zone subscript
syncpc:1 means time synchronization


http://192.168.1.3/setntp.xml?tz=74&&date=05-04-2011&time=23:34:45&enable=1&syncpc=1

Outer Device

outerdev.xml

http://192.168.1.3/outerdev.xml

o http://192.168. 1. 3/outerdev. xml — ¥indows Internet Ezplorer |Z|E”El

@.\._ J® | @) hitp://192. 168. L. 3/ outerdev. aml v |2 in"}' | P

L wpE ®EE SEQ EEEQ TEO BEBhW
T R l‘?‘http:fﬁlgz158.1.3find_._ ;@http:fﬂgzlsﬁ.lﬁr’... x

<?xml version="1.0" encoding="UTF-8" 7>
- <Result>
<Success>1</5uccess>
<CanConfig>1</CanConfig>
- <Dev>
<Addr>192.168.1.4</Addr>
<Port>80</Port>
<Usrr>admin</Usr>
<Password>admin</Password>
<Id>1</1d>
</Dev>
- <Dev>
<Addr>192.168.1.5</Addr>
<Port>81</Port>
<Usr>admin</Usr>
<Password>admin</Password>
<Id>2</Id>
</Dev>
</Result>

SERE @’ e Internet ;ﬁ - "‘\ 100% -

Dev: external device node

Addr: device address

Port: device port

Usr: user name

Password: password

Id: the uniqueidentification of ipcam for external device, which is used only for DelOuterDev.xml
and EditOuterDev.xml


http://192.168.1.3/outerdev.xml

delouterdev.xml

Delete specified external device
http://192.168.1.3/del outerdev.xml 2id=1

idisreturned by the outerdev.xml

/= http://192_168.1.3/delouterdev. xml?id=1 — ¥indows Internet Explorer |Z“E”gl

@? w B httpi//192. 168, 1. 3/ delonter dev. xnl7i =1 V|"} x| | Bine 2]~
. THE S8 ZEW @R TAQ FHo ol Tl

i MR i_@_http:fflgz158.1.3find.._ ;@http:fﬂgzlsﬁ.lﬁf... xi

<?xml version="1.0" encoding="UTF-8" 7>
- <Result>
<Success>1</Success>
</Result>

SERE @’ e Internet ,’5 - '5":‘." 100% -



http://192.168.1.3/delouterdev.xml?id=1

editouterdev.xml

Modify outer device configuration
http://192.168.1.3/editouterdev.xml 2id=2& dev_addr=192.168.1.6& port=82& edit_usr=admin& edit

pWd=xxx

G-_.-z i 1B 1.3 e | (B L
EHE R EEGO R TAD R
wr VR pop e ) Bl FAEoetIsE TR LY
< Ywom| version="1,0" encoding="LITF-&" 7>
- =Result>
CHUCCRSE ™ o/ SUCoess
< Racylts
R o & Intuar fa- ®iom -

id: device ID back from outerdev.xml
dev_addr: device address

port: device port

edit_usr: device users

edit_pwd: device password


http://192.168.1.3/editouterdev.xml?id=2&dev_addr=192.168.1.6&port=82&edit_usr=admin&edit

PTZ Configuration

ptz.xml
http://192.168.1.3/ptz.xml
= http:/f/f192. 168. 1. 3/ptz. xml — Windows Internet Explorer |Z||E”E|
@: w |B] nttpis/192.188.1.3/ptz 30 | [42] [ x| [ ine 2]
. rHE 8@ SEw KWk TAD BBHE = D]
i R i-@-hupzﬁmz.158.1.3find... E@http:fﬁlgzlﬁﬁ.lﬁf... x:
<?xml version="1.0" encoding="UTF-8" ?>
- <Result>
<Success=1</Success>
<CanConfig>1</CanConfig>
<HMirror=0</HMirror>
<VMirror>0</VMirrors
<Speed>1</Speed>
<DelayLoop>1</DelaylLoop>
<SpeedType>4</SpeedType>
</Result>
B @} e Internet 3 - '&{IDD% T

HMirror: Horizontal Mirror

VMirror: Vertical Mirror

Speed: PTZ speed

DelayL oop and SpeedType are insignificance.



http://192.168.1.3/ptz.xml

setptz.xml

http://192.168.1.3/setptz.xml Zhmirror=1& vmirror=1& speed=3

i Ettp: S 102, |68, 1. 3/ zetpie. snl Thairrore [dmirrer=lirpeed=] Windows Isternet Ezxplocer '_E
g:—_.- e 162 68 1.3 - weidp x| |l =
It EEE WY EEREQ TAD WEE
EERE @00 01 Yisd | @ bep i e L3 L X
< Txml version="1.0" encoding="UTF-8" >
- <Result=
<Success» 1< /Success>
¢/ Resulb>
== i Eh{mtl o -



http://192.168.1.3/setptz.xml?hmirror=1&vmirror=1&speed=3

L ocal Configuration

Local configuration is stored in cookie in the browser, please refer to www / local.htm file.



Reboot | PCam

reboot.xml

Reboot Device



FTP Server

ftpserver.xml

Whether to enable built-in ftp server



setftpserver.xml

http://192.168.1.3/setftpserver.xml 2enable=1



http://192.168.1.3/setftpserver.xml?enable=1

Restore Factory Defaults

reset.xml

Set device configuration to factory defaults



Current User Operating Authority

access.xml

Back to current user's operating authority.

The current operating authority is divided into following categories:
Ptz: 1 means PTZ operation

VideoCfg: 1 means modify video parameters

DevCfg: 1 means device parameters configured

OutDev: 1 means access to | PCam external devices.

(’- http://192_168.1. 3faccez=s. xml — Windows Internet Explorer E”E]El

@,_ yw ] bt /7192, 168. 1. 3/ sccass unl v |+ x |.'{_=' | 0|+

e

L wpE SEE ZEW K@EEQ® TEO BHo

G WIRESE _-'_ahttp:[flgz.lﬁa.1.3!ftp... :@http:fﬂlQZ.158.1.3[ind_._.l'_réhttp:!f192.158.1.3f... x

<?xml version="1.0" encoding="UTF-8" 7>
- <Result>

<Success>1</Success>
<Ptz>1</Ptz>
<VideoCfg>1</VideoCfg>
<DevCfg>1</DevCfg>
<0utDev>1</0utDev>

< /Result>

SohE a Internet 3 - L T




cmd.xml Instruction

cmd.xml Instruction
cmd.xml integrates alot of sub-functions, specific usage pls refer to www / mobile.htm

Move PTZ

moveptz
cmd.xml 2cmd=moveptz& tick=100& dir="+event.srcElement.id+" & nPtzTimes="+g_ptzTimest++;

Switch to VGA

cmd.xml 2cmd=setvga& "+g_nlndex++;

Switch to QVGA

cmd.xml 2cmd=setqvga& "+g_nlndex++;

Horizontal Mirror

cmd.xml 2cmd=invertmirror&dir=hor&"+g_nlndex++;

Vertical Flip

cmd.xml 2cmd=invertmirror& dir=vert&"+g_nlndex++;



